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Glossary of Terms

Asynchronous Transfer Mode (ATM) — A network protocol that can support transfer
rates of up to 622 Mbps.

Backbone — The heart of a network. Most of the network converges to this point.

Coldsite — Computer-ready rooms, complete with wiring and raised floors (SunGuard
Recovery Systems Inc.)

Disaster Recovery Plan — The ongoing process of creating, testing, and maintaining the
policies and procedures an organization will follow should a
disaster occur (SunGuard Recovery Systems Inc., 1995, p. 7).

Ethernet — A network protocol most commonly found at 10 Mbps and 100 Mbps.

Fiber Distributed Data Interface (FDDI) — A network protocol with aring logical
topology associated with it.

Hotsite — Pre-installed computers; raised flooring; air-conditioning; telecommunications
equipment; networking equipment; technical support; and uninterruptible power
supplies. (SunGuard Recovery Systems Inc.)

M ega Bits Per Second (M bps) — A data transfer rate measurement of one thousand bits
per second.

M obile Recovery Units — Custom, preconfigured computer system; independent power
source, office equipment,; technical support; and
telecommunications equipment. (SunGuard Recovery Systems
Inc.)

Network Logical Topology — The layout of a network from an internal perspective. (i.e.
shows how the network components connect to each other)

Networ k Physical Topology — The layout of a network from an external perspective.
(i.e. shows where cables are buried)

Network Interface Card (NIC) — A hardware device used for connecting a computer to
a network.

Routing Protocol — The method a router uses to determine the path a data packet take in
a computer network.

Router — A hardware device which moves packets from one subnet to another.

Protocol — A set of standards or a methodology.
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Executive Summary or Abstract

The current, university-wide, disaster recovery plan does not incorporate the
specifics of the Network Systems department. Due to the redesigning of the University
of Virginia network, and the lack of detail pertaining to the Network Systems department
in the current disaster recovery plan, there is a need for an updated disaster recovery plan.
SunGard Recovery Services Inc. gives eleven comprehensive steps toward disaster
recovery planning. In addition to logical topology, knowing the link characteristics of a
network will help with disaster recovery plan development. When considering disaster
recovery methodology at UV A, one should determine where to put network devicesif a
disaster occurs. The birth of disaster recovery and failsafe plansis a result of the
dependence on computer networks. A disaster recovery plan can ensure network
reliability. Thereis no set way to develop a disaster recovery plan. The manager acts as
the central point for disaster recovery plan information. The critical applications and
functions are the disaster recovery plan focus. It isimportant to append corrections to the
original disaster recovery plan. Phase eleven, the final phase of developing a
comprehensive disaster recovery plan, concerns maintenance. The disaster recovery
manager is responsible for overseeing this phase. Disaster recovery can be minimized
through disaster prevention. The financial justification for a disaster recovery planis
imperative. Many factors contribute to financial loss due to a network disaster. The

disaster recovery plan that | developed is very preliminary.
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Chapter 1. INTRODUCTION
l. Thesis Statement & Problem Definition

According to SunGuard Recovery Systems, a disaster recovery plan is “the ongoing
process of creating, testing, and maintaining the policies and procedures an organization
will follow should a disaster occur.” It is a contingency plan dealing with large disasters
such as fires, floods, earthquakes, or power failures (SunGuard Recovery Systems Inc.,
1995, p. 7). The primary goal of my thesisis to formulate a preliminary disaster recovery
plan for a portion of the University of Virginia computer network.

The goal of a disaster recovery plan is to bring up the lost services as quickly as
possible. A failsafe plan deals with smaller scale disasters and has a primary goal of not
allowing an interruption in any provided network service. An example of afailsafe plan
would be an online backup system in a computer network. The main difference between
the two plans is that a disaster recovery plan would involve reconstructing an entire
system, whereas a failsafe plan involves an alternative method that prevents service
interruption. Since the two plans are so closely related, | will refer to both of them as
disaster recovery plans.

| accomplished this project by working with the Network Systems division of
Information Technology & Communication (ITC), specifically the Network Systems
Manager, Mark Smith. The most difficult task in my project was detecting the limitations
of the final disaster recovery and failsafe plans. Knowing that the plans are complete is
the key to success. That is, knowing that my disaster recovery plan accounts for al vital

services the university provides was essential.
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An understanding of the physical topology and logical topology of the network is
essential in formulating a good disaster recovery plan. Physical topology shows where
cables are buried and components are located (ITCb, 1996). Figure 1 shows an example
of a physical topology. This picture depicts a networking media known as fiber, awire
which uses light to transmit data, connecting routers that are located in Caruthers Hall. A

router is a hardware device that moves data packets from one network to another.

Router Fiber Router Fiber Router

Figurel. A standard physical network topology.

Logical topology shows how the network components connect to each other. In
essence, logical topology shows what protocol or method of data transmission a network
uses. For example, Figure 2 is a Fiber Distributed Data Interface (FDDI), a network

protocol which has aring topology associated with it.
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Figure2. An FDDI logical ring topology.

A network’s physical topology demonstrates the way a
person would view the layout of a network, whereas logical topology shows the view

from the network components standpoint.
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From the physical topology perspective, | obtained an inventory of the services
that the UV A network supports. This allowed me to single out vital network components
and give them the highest level of redundancy. An inventory of both active and spare
equipment was also necessary in formulating the plan. This information allowed me to
determine what we had as a backup, in case a device failed.

From the logical topology perspective, | obtained information on the current and
upcoming backbone of the network and the current routing protocols. One can view the
backbone as the heart of a network. The current backbone is FDDI, but the new one will
be Asynchronous Transfer Mode (ATM). The change in protocol will provide a
maximum speed change from 100 Mega bits per second (Mbps) to 622 Mbps. These
network changes require the redesigning of alarge portion on the network.

The current university-wide disaster recovery plan does not incorporate the
specifics of the Network Systems department. Due to the redesigning of the University
of Virginia network, and the lack of detail pertaining to the Network Systems department
in the current disaster recovery plan, there is a need for an updated disaster recovery plan.

Another problem the Network Systems department is facing concerns the choice
of routing protocols. Routing protocols determine the path that a data packet takesin a
network. For example, if there are five different paths to get to a mail server, how a
network should send the data packet is a decision made by a routing protocol. An older
inferior network is used as a backup in case of mainstream network failure. The routing
protocol is responsible for bringing the backup system online if necessary. However, the
current protocol choice, Routing Information Protocol, does this inefficiently. To address

this problem | am investigating the following routing protocols: Routing Information
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Protocol (RIP), Interior Gateway Routing Protocol (IGRP), and Enhanced Interior

Gateway Routing Protocol (EIGRP).

. Literature Review

Today when people think of disasters that could disrupt their lives, they think of
natural disasters such as tornadoes, hurricanes, floods, and earthquakes. However, a
disaster is not limited to natural types. In fact, a business disaster is “any unplanned,
extended loss of critical business applications due to lack of computer processing
capabilities for more than a 48-hour period” (SunGard Recovery Services Inc., 1995,
p.5). The four most likely disasters are power outage, flooding, fire, and computer
hacking (Patterson, 1997, Personal Interview). Disasters can be very costly. A quick
evaluation of services can yield estimates of the potential damage a disaster may cause.
Payroll, sales, billing, inventory, and production control are just afew of the potential
services that may be lost during a disaster.

SunGard Recovery Services Inc. gives eleven comprehensive steps toward
disaster recovery planning. They consist of the following: organize team, select disaster
recovery manager, identify tasks, develop organization chart for disaster procedures,
match personnel to team skills, identify critical applications, develop applications
profiles, create procedures, develop resource documentation strategy, test, and maintain
plan. | used these steps as a guideline in developing my preliminary disaster recovery
plan.

When planning for disaster recovery it is important to become familiar with the
logical topology of the specific network. The logical UV A topology is as follows. The

primary backbone that UVA had is single-mode FDDI. In Carruthers Hall are the links to
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the Internet and VERNet. The West Grounds consists of a multi-mode FDDI ring that
connects to the main backbone in Gilmer Hall. In addition, the Medical Center multi-
mode FDDI ring covers the non-academic portions of the Health Sciences Center.
Ethernet is the most commonly used mediaat UVA (ITCb, 1997, Map).

In addition to logical topology, knowing the link characteristics of a network will
help facilitate disaster recovery plan development. The network at UV A has the
following link characteristics: 6 Mbps backup line to Sprint Link for Internet access, a
155 Mbps link to Net.Work.Virginia. Off of the Net.Work.Virginialink there is a 45
Mbps link to the Internet, a 45 Mbps link to ESNet (The Department of Energy
Research), and lastly a 155 Mbps link to VBNS (Internet 2) (ITC Network, 1997, Map).

When considering disaster recovery methodology at UV A, one should determine
where to put network devices if a disaster occurs. It isalso important to find out if
backup systems are necessary. If so, what are the functions of the backup systems, and
which machines will they backup. Another approach is to define the purpose of each
device in the list that encompasses the recovery plan. An excellent place to find security

and disaster network related information is http://www.sans.org (Patterson, 1997,

Personal Interview).

It will also be necessary to take into consideration other aspects of the network
system at UVA. The designer must take into account the anticipated down timesiif a
building’s network services fail. How does one know if a disaster recovery planis
complete? Consider the following services in the design: dialin access, PcMail, genera
mail service, mail gateway service, electronic news, user database (whois), primary Unix

machine access, mainframe access, core NetWare servers, calendar service, help desk
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network, computerized class rooms, and Internet access (Smith, 1997, Personal

Interview).

[Il1. Rationale and Scope

The world that we live in is undergoing technological change at a rapid pace.
Historically, one of the facilitators of rapid growth in organizations involved some sort of
anetwork. Whether it is a network of people, machines, or ideas, networks play an
important part in the growth of any organization. Computer networks represent some of
most recent technological achievements.

As the integration of computer networks occurs, the need to take care of and maintain
them becomes more apparent. Society becomes more interconnected, and the thought of
a network failing or crashing can be detrimental, or even fatal. The birth of disaster

recovery and failsafe plansis a result of this dependence on computer networks.

V. Brief Impact Summary

There are many social and cultural impacts that result from networks. Our society
makes extensive use of networks in its everyday operation. The farther we advance in
technology increases our dependency on networks. Consequently, the destruction of a
network or vital network component becomes a major threat, making the need for
network reliability atop priority. A disaster recovery plan can ensure this network
reliability.

Some adverse impacts of networking and disaster recovery planning include: loss
of human contact, the development of dependence, and a false sense of security. Some
beneficial impacts of networking and disaster recovery planning include: increase in

productivity, faster communications, and the ability to ensure reliability.
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V. Overview of Contents of Rest of Report

In the rest of this report, my goal is to provide information on the following
subject matters:
The development of a general disaster recovery plan
Understanding the routing protocols RIP, IGRP, EIGRP as they relate to the current
problem with the Network Systems department.
Determining which routing protocol(s) will work best for the Network Systems group
at UVA.

Developing a preliminary disaster recovery plan for the Network Systems group.
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Chapter 22 RESEARCH BACKGROUND INFORMATION

Disaster Recovery Methodol ogies

There is no set way to develop a disaster recovery plan. Every situation requires a
slightly different approach. In general there are certain guidelines or phases that should
be followed and tailored to each specific situation. In the following section | will present
a phase by phase breakdown of a general disaster recovery plan. The phase names are
taken from SunGuard Recovery Systems Inc., however their definitions have been
modified.

Thefirst or initial phase is the justification of implementing a disaster recovery
plan. Thiswill vary from situation, but it usually involves some background research
concerning the organization. The plan can be a costly task and organizations may not be
willing to jump directly into the planning process. Finding out an organization’s revenue
and evaluating revenue dependence on the computer network will be essential. Showing
a significant organizational dependence on a computer network will also help persuade
managers. The objective of this phase is to show that loss of a computer network will
incur more damage than the cost of having a disaster recovery plan.

Proving the financial gain of having a disaster recovery plan does not stop with
the specifics of a particular organization. There are plenty of case histories out there to
justify having a plan. For example, “a study estimated that within the first ten days of a
disaster a company can lose two percent to three percent of its annual sales... Fifty
percent of the companies that lose critical business systems for ten or more days never
recover... Finaly, ninety-three percent of companies without a disaster recovery planin

place were out of business five years later” (Louderback, p. 130). Another study of over
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800 PC users showed only about one-third of the participants were connected to a
network that was fully protected which left two-thirds of the corporate PCs exposed.
This study was verified by Comdisco Disaster Recovery Services of Roesmont, IL by
conducting similar studies yielding confirming results. Condisco found that “although
management is highly cognizant of the importance of disaster recovery for data centers,
networks receive only about ten percent of disaster-recovery budgets’ (Brown, p. 25). A
discussion of recent disasters relating to similar companies may prove invaluable toward
getting the plan’s finances approved. In the Chicago Flood of 1992, Hurricane Andrew,
and the World Trade Center Explosion many companies lost their networks and suffered
multimillion-dollar losses. However, “companies with disaster recovery plans such as
Credit Agricole, John Alden Life, Northern Trust, and Transamerica Commercial Finance
escaped these disasters relatively unscathed” (Brown, p. 25).

Obtaining specific numbers as to how costly a disaster could potentially be is a
tricky process. An overwhelming number of factors affect the final numbers. The
recommended approach isto list all relevant factors that contribute to revenue loss due to
adisaster. On several occasions | have found organizations make claims that employees
are at a certain level of capacity with the loss of their computer network. Ina
presentation one might compute out the total hourly revenue each employee brings in and
make the claim that without a computer network the average employee is at fifty percent
capacity. If this percentage is too specific, then listing several percentage levels may
prove more useful. A hypothetical example of this method would be the following: Let's
say we have company XY Z that has 200 employees and brings in a revenue amount of

one dollar a minute per employee. One day a disaster occurs and the network is down for
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one workday, which is equivalent to eight work hours. If the employees are at a fifty-
percent capacity, then they are losing four hours of work. Turning these numbersinto a
dollar amount we take sixty minutes multiplied by four hours multiplied by 200
employees multiplied by one dollar a minute and we come up with $48,000. After a
disaster that took down the network for one day, the net result is aloss of $48,000. The
numbers can be overwhelming and play alarge role in winning over a higher budget.

After budget approval, one can move onto phase two of the planning process.
Team organization is the goal of this phase. Taking individuals who are familiar with the
normal operations of their departments is the recommend approach. The responsibility of
these individuals will become more apparent as the disaster recovery planning process
goes on, however each individual will be responsible for the recovery of their
department. It isimportant to have at least one person from each department that the
disaster recovery plan will cover on the team. The next step is the selection of a disaster
recovery manager. This person will be responsible for organizing the entire plan. Itis
their job to keep the plan up-to-date and be familiar with the plan inside and out. The
manager acts as the central point for disaster recovery plan information. If a disaster
occurs, regardless of the departments involved, the manager receives notification. The
disaster recovery manager assumes a large role and is committed to the success of the
project.

The goal of phase three is to identify tasks. Any task that the organization
provides should be acknowledged. Thisis sort of a brainstorming phase and the
separation of critical tasks from non-critical ones will occur in a later phase. Having a

diverse disaster recovery team will prove to be very helpful for this phase.
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Phase four involves the development of an organizational chart for disaster
procedures. The purpose of the chart is to show the designation of responsibility in the
organization. The chart lists the tasks that should be undertaken in a disastrous situation.
The organization chart should include contact numbers and other staff information (i.e.
land-line, cellular, pagers, etc.). It can be used as a quick contact referencein an
emergency situation.

The organization chart can help with phase five of the disaster planning process.
The goal of phase five is to match personnel to team skills and functions. By the end of
this phase, a detailed list of personnel with corresponding tasks will be constructed. Itis
the responsibility of each member of the disaster recovery team to organize the proper
number of personnel to ensure that a function remains intact. It isagood ideato have
backup personnel in case some personnel are not reachable.

In the sixth phase it is necessary to identify critical applications and functions.
The critical applications and functions are the disaster recovery plan focus. For example,
company XY Z may offer a service that does payroll and a service that allows an
employee to print to a network printer. If each employeein XY Z has alocal printer, then
the ability to print to a network printer becomes a non-critical service. On the other hand,
payroll is acritical service and our disaster recovery plan will act more cost effectively if
we concentrate on the payroll service. Distinguishing between a critical and non-critical
service is aresult of the sixth phase. Of course just because a function or service is not a
focus in the disaster recovery plan does not mean it cannot be included.

The seventh phase builds on the sixth phase. The goal is to develop application

profiles and to develop function profiles. The applications and functions identified as
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critical are documented. Any specific information that one would need to recreate the
application or function should be listed. This may involve any of the following: backing
up data, keeping arecord of hardware and software setup, keeping a record of “facility
and equipment layout, connection devices (routers and so forth), server attributes, and
general information on network topologies and protocols’ (Phillips, p. 18). The specific
computer equipment information, such as CPU, memory, Network Interface Card (NIC)
type, hard-disk size, and network operations system version for each server should be
recorded. It will aso be important to note the maximum acceptable down time of each
application or function.

The creation of procedures is the goal of phase eight in the disaster recovery plan.
The procedures should specify what order to bring up the critical applications and critical
functions. The procedures will vary from situation to situation, but in any case they
should give detailed instructions. Since there are a variety of types of disasters that might
occur, the procedures need to be flexible. One might consider hotsites, a site with
preinstalled computer equipment, mobile recovery units, a custom preconfigured
computer system, or coldsites, computer-ready rooms without the equipment. If software
or equipment needs to be replaced, the vendor contact information should be available.
One should remember that no disaster recovery plan is bulletproof, but you can make it
close to bulletproof with a comprehensive set of procedures.

The goal of phase nine of the plan is to develop a resource and documentation
strategy. Thisis where the entire plan comes together. All the different phase
information should be constructed in some easy to understand way. Spreadsheets and

organizational charts may facilitate the fast lookup of information. Specialized
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procedures should be categorized based on the applications and functions they describe.
Always make sure there is a copy of the disaster recovery documentation close by.
People on the disaster recovery team are responsible for their department or area.

Although every phase is important in a comprehensive disaster recovery plan, the
last two are extremely important. The goal of phase ten is to test and train. Although
testing can be time consuming, and is often neglected, it makes the difference between
having a booklet of papers and an actual disaster recovery plan. The training of all
individuals involved in the disaster recovery plan is key to its success. There are many
ways to go about testing the plan, but the most important part is that you find out if the
disaster plan actually works. Testing includes a structured walk through, checklist test,
remote test, communications test, full system hotsite test, critical applications hotsite test,
and a mock disaster test (SunGard Recovery Services Inc., 1995, p.45).

After testing your plan, you may find that it needs some fine-tuning. It is
important to append corrections to the original disaster recovery plan. Testing is useless
if the results are not utilized. After making plan changes, more testing may be necessary.
The plan should now be comprehensive, however it will not stay that way unlessit is
maintained.

Phase eleven, the final phase of developing a comprehensive disaster recovery
plan, is maintenance. Technology and organization are constantly changing and the plan
needs to change with them. The disaster recovery manager is responsible for overseeing
this phase. Periodic tests may be necessary to make sure the plan still works. When

making changes to a plan, updating anyone involved in the recovery processis
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imperative. Maintaining and testing will play an essential role in keeping an organization
protected

Disaster recovery can be minimized through disaster prevention. There is no way
to completely prevent a disaster from striking, however one can have best practices that
minimize the effect of a strike. The following is alist of recommended best practices that
an organization should follow to ensure full disaster protection:

Keep disaster recovery plan up-to-date.

Keep personnel up-to-date on the recovery plan.

Periodic testing of the disaster recovery plan.

Priority of recovery must be agreed upon before a disaster occurs. The
situation will be dynamic enough already.

Make sure employees and users of equipment are properly trained.

It is important to have at least one geographically separate data center. Avoid
keeping too many applications and functions in one area.

It is advisable to have at least two physically separate feeds into a data center,
with each one connected to a different side of a carrier’s ring.

Keep hardware components that commonly fail in abundant supply. (i.e. disk
drives, power supplies, NIC, and memory).

Keep current backups of client configurations.

Keep systems as simple to use as possible, error checking to ensure data has
been entered is a plus, and take regular backups.

If databases are used replication of the database is key to success.

Star network topologies improve chances of recoverable infrastructure.
Keep vendor information, Internet provider information, and WAN
connectivity provider information on hand.

Keep backup tapes offsite.

Periodically check all backup tapes to make sure the data is backed up
properly.

Keep arecord of hardware and software setups in hardware, including tape
drive model and version of backup software.

Limit the number of portsin a network and access to them.

Good password management is important.

Here are a few potential vulnerable points in a network: a single conduit to
central offices, single central offices, a single long-distance carrier, asingle
CPU, asingle building entry point, a single power source, and asingle
internetworking device.

Look out for contractor’s backhoe which could potentially cut both links
simultaneously, separate routes are required to guard against its threat.
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Diversify the carriers you use and the routes that your circuits will take. Make
sure the circuits do not run over the same route or through the same conduit.

. Depth Into Routing Protocols

A routing protocol is the methodology by which a routing device decides of how
to send a data packet. | examined three types of routing protocols RIP, IGRP, and
EIGRP. Here at the University of Virginiathere is a problem involving network
protocols. RIP is the current network routing protocol. Thereis afailsafe network that
connects to routers in case the mainstream network fails. The failsafe network is there
for the purpose of a backup networking system and is not to be used when the
mainstream networking system is operational. In fact, the failsafe network is a slower
and less reliable network. Unfortunately, when both networks are connected, routers
often send data over the failsafe network despite the operational status of the mainstream
network. The reason for thisis the metric that RIP bases its routing decisions on tells the
router to send data over this failsafe network. In order to prevent this inefficient routing
of data, the failsafe network must be kept offline and must be manually put online in case
of mainstream network failure. This allows for a window of downtime that UVA wants
to avoid. Therefore, in the following section | will discuss the benefits and pitfalls of
each protocol as it relates to the routing problem here at UVA.

RIP is useful for routing within small to moderate sized homogeneous
internetworks. In this protocol, the factor by which a packet is routed is the number of
hops. Every time a packet hits a router, the hop count increases by one. RIP permits a
maximum hop count of fifteen. This means that any destination, which is larger than

fifteen hops away, is unreachable. Due to this constraint, RIP is very restricted in large
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internetworks. However, this prevents the counting to infinity problem. The counting to
infinity problem results in a packet going in an infinite routing loop, and by limiting the
number of allowed hops the loop ends after a packet goes sixteen hops.

IGRP uses a combination of metrics to make its routing decision. Bandwidth,
load, internetwork delay, and reliability are all factors in the decision. This makes IGRP
avery customizable protocol. Reliability and load can take on any value between 1 and
255. Bandwidth can take on speed values from 1200 bits per second bps to 10 gigabits
per second. Finally internetwork delay can take on any value from 1 to 2 to the 24"
power. IGRP also permits multipath routing. This allows two lines to run a single traffic
stream in a round-robin fashion with an automatic switchover to the second line if one
line goes down.

EIGRP has all the features of IGRP and more. It is Cisco’'s version of IGRP. As
it relatesto UV, it adds routing support for AppleTalk, IP and Novell NetWare data
packets. EIGRP also uses less bandwidth and therefore incurs less overhead than IGRP
and RIP. The only disadvantage is that one must have a Cisco product to use all these
features.

EIGRP would appear to be the best choice for a routing protocol here at UVA.
Fortunately, most of the routers here are Cisco products making the implementation of
EIGRP rather easy. EIGRP would solve the problem of having a failsafe network that
must be kept offline. Thisis because EIGRP uses many factors to route data packets
whereas RIP uses only the number of hops.

It is important to note that with the new ATM network backbone the older FDDI

backbone can be used as a failsafe backup system. By selecting EIGRP as the new
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network routing protocol, the older FDDI system can be automatically switched online in
case of ATM failure. If failure of both ATM and FDDI occurs, a coaxial cable version of

Ethernet can take on the role of a failsafe system.
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Chapter 3: THE DISASTER RECOVERY PLAN

Data Collection

| used a number of different methods to collect data for this project. | conducted
various interviews, both in person and over the telephone. | searched case studies, books,
articles, the World Wide Web, software programs, and CD-ROMs. Most of the specifics

of the Network Systems Department came from Mark Smith, the Manager.

. Process of Developing a Preliminary Plan for the Network Systems Department

| decided to go with the multiphase approach to develop the disaster recovery
plan. Sincel am not part of the Network Systems Department, obtaining the specifics
personally was a difficult task. When | needed this type of information | relayed it to Mr.
Smith who, in turn, retrieved the information for me.

In developing the preliminary disaster recovery plan for the Network Systems
department, the team for developing the disaster recovery plan consisted of Mr. Smith
and me. Fortunately, Smith is very knowledgeable in his department and | was able to
use this benefit in the development process. It was decided that Mark Smith would be the
disaster recovery manager and Jim Jokl, the Director of Communications & Systems,
would be the backup disaster recovery manager. In the case of a disaster, they would
among the first contacts.

The financial justification for a disaster recovery plan is imperative. In order to
justify the plan for the Network Systems department, we came up with afew rough
estimates. Figure 3 reflects the calculations and their results. Many factors contribute to
financial loss due to a network disaster. These are extremely difficult to quantify.

Depending on the time of failure, the weight of any of the factors may change. For
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example, during grade and registration deadlines loss of network may have more of an
impact on students and faculty. Loss of network services during grant deadlines, which
occur throughout the year, may be responsible for loss of a grant. Research results are
usually due at the end of a month, and loss of network services may be responsible for
loss of publication. Poor network stability could result in a damaged school reputation.
There are also legal issues to consider. For example, a student who cannot send their
thesis to a graduate school due to loss of printing services, may miss the deadline and
bring legal action on the university. Thislist goes on and on, however, obtaining dollar
amounts is very speculative. The calculations in Figure 3 were computed based on the
annual university income and a speculative capacity of the network customers. The
estimated capacities of individuals without the use of network services were computed at

seventy-five, fifty, and twenty-five percent capacity. Last year the total university

revenue was about $1 billion dollars (University of Virginia, WWW).

University Calculations Revenueloss Revenueloss Revenueloss
Capacity for hourly loss after 1 hour after 1 day after 1 week
without a of revenue
networ k [ Yearly Total
Revenue/ 2080
work hours
per year |
75% 25($1 $120,192 $961,536 $4,807,680
billion/2080
hrs)
50% 50($1 $240,384 $1,923,072 $9,615,360
billion/2080
hrs)
25% 75($1 $360,576 $2,884,608 $14,423,040
billion/2080
hrs)

Figure 3: Estimated Revenue L oss
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Mark and | brainstormed the different tasks that the Network Systems Department
provides. Thisiswhat we came up with:

Dialin Access 28.8 1-hr

Dialin Access 28.8 30-min

Dialin Access 28.8 15-min

Dialin Access 28.8 department

Dialin Access 14.4 1-hr

Dialin Access 14.4 30-min

Dialin Access ARA

Dialin authentication

PCMail

Central Mail Service (IMAP/IMSP)

Central Mail Service IMAP ONLY)

Mail Gateway Service (includes Majordomo)
Electronic News

User Database (Whois)

Primary Unix Machine Access

Mainframe Access

Network path to Core Netware Servers, ACCPUBLIC, Labs + Classrooms,
Dorms

Calendar Service

Help Desk Network

Computerized Class Rooms Network Access
Internet Access

Routing Protocols

DNS

Mass Store Archive MAGGIE Access (SPECIAL CASE)
Building Level Access

DHCP

After we determined the tasks, we began to develop an organizational chart. Figure 4

shows this organizational chart.

University of Virginia Network Failsafe and Disaster Recovery Plans 20



Mike Newborn Undergraduate Thesis

Figure 4. Network Systems Organization Chart
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This chart also demonstrates the match of personnel with their services (see Appendix A).

It was determined that all the services were critical and needed to be included in
the disaster recovery plan. Next, a profile was developed for each of the services. We
included fields that we felt were appropriate in developing each profile. These fields
include: service, priority, primary machine name, primary machine location, backup
machine name, operational state of service with backup, data or tape location, and
additional comments (see Appendix B). In addition to these fields, we created a separate
profile for each machine that played arole in providing the services (see Appendix C).
The fields for a machine profile include: machine name, machine location, model,
memory, disk space, serial number, vendor, additional information, and alternate
supplier.

Due to time constraints, the procedures and documentation strategy were not
completed. However, the procedures essentially consist of replacing the hardware and
retrieving their configurations from backup. The Network Systems department currently
backs up all configurations making this task painless. In the event that a backup
configuration is not available, the time to recover will significantly increase.

The collected disaster recovery plan information is located in the Appendices in
the form of spreadsheets. In the future, after the procedures can be explicitly defined, the
spreadsheet information should be organized with the procedures in a more formalized

manner.
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Chapter 4. CONCLUSIONS

Summary

Although many sources claim a similar methodology for creating a disaster
recovery plan, the plan must be heavily customized to the specifics of an organization.
This may involve disregarding or combining multiple disaster recovery development
phases. Development of such a plan requires access to a large knowledge base. One
must have access to a network topology, services, administration, and users. Access to
these resources yields a wealth of information that is useful in disaster recovery plan
development. The success of a plan depends on its readability just as much as its
comprehensiveness. An outdated or inaccurate disaster recovery plan can be more costly
than not having one at al. Therefore, it is extremely important that a plan continues to be

tested and maintained.

. | nterpretation

The preliminary disaster recovery plan that | developed is very preliminary. The
next two phases, creating procedures and developing documentation strategy, require a
significant amount of time to accomplish. When creating procedures, it may be
necessary to meet with each of the individuals listed in the organizational chart (see
Figure 4). The objective isto take each task one by one and evaluate procedures for
bringing them back up in the case of failure. To facilitate this process surveys can be

distributed before scheduled interviews with personnel.
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When documenting the material and formalizing the disaster recovery plan the
use of flow charts will greatly increase its readability. The document should start out
with some sort of index giving easy access to any specific task procedure. The document
should also contain disaster recovery plan maintenance and testing schedules. This
allows for an easier evaluation as to whether the plan requires updating.

Based on the information already collected, the development of afinalized
disaster recovery iswell onitsway. Most of the collected information can be found in
the appendices of this report. | believe the tasks selected to be covered in the disaster
recovery plan are comprehensive for the Network Systems department. However, at this
stage in the plan the addition of tasks should be a safe process. Once the planis fully
functional, it can be integrated with the university-wide disaster recovery plan.

| chose not to include a large amount of Network Systems specific information in
the main body of the report because | did not want the reader to get involved in the plan
details. This project should be used as a guideline for developing future disaster recovery
plans. However, the appendices show the amount of information collected and can be

used as examples for the different phases in disaster recovery plan development.

[Il.  Recommendations

Through my research and findings concerning the Network Systems department
and the university network as awhole, | have found some potential problems with current
network procedures and parts of the current network layout. | highly recommend the
implementation of a disaster recovery plan as soon as possible for the Network Systems
department as well as all departments of the university. | aso encourage the maintenance

and testing of the university-wide disaster recovery plan.
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There appears to be a rather large congregation of computer network resources in
Caruthers Hall, VL, and Gilmer. If adisaster were to strike any of these areas, and take
down the entire building, the results would be horrendous. Most backup systems are
located in the Caruthers Hall building. Consequently, if a disaster were to corrupt these
systems recovering critical information would be severely hindered. Reevaluation of the
university-wide topology should confirm these findings.

Another problem is with the offsite backups of the mail servers. Backups are
taken off site every two to three weeks. Because the general recovery procedures require
this backed up data, there is a large window open for disaster damage.

Lastly, | believe it isimportant to note that there is no way to completely prevent
adisaster from occurring. We can only strive to minimize the potentially hazardous
results. However by following the best practices mentioned earlier one can insure

maximum protection against a disaster.
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Appendix A: Contact Names, Information, and Roles

Name Contact Roles
Information
Sandra Bryant Primary -
Special Projects
NOT Primary - dialin
TO authentication
BE Backup - Router
PUBLISHED |Configuration
Backup - Unix
server
configuration
Backup - ATM
Configuration
David NOT Primary -
Buchanan TO PCMAIL
BE Primary - ARA
PUBLISHED |[dialin
Backup - ATM
Configuration
Gina Bull Primary - news
services
NOT Primary -
TO desktop video
BE Primary - ATM
PUBLISHED |video (new
service)
Primary - Dialin
software support
John Carr Primary -
Hostmaster
NOT Primary - T1-line
TO connections
BE Primary - routing
PUBLISHED |configuration
Backup - Router
configuration
Backup - DHCP
Jerry Dodd NOT Primary -
TO Mainframe
BE connectivity
PUBLISHED  |Primary - ftp
server user
accounts
Primary - ESYS
contact
Glen Draper NOT Primary -
TO Mainframe
BE connectivity
PUBLISHED |Primary -
Continuing
Education links
Primary -
Corporate Time
Accounts
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Backup -
Corporate Time
Server

Richard
Findlay

NOT
TO
BE
PUBLISHED

Primary - dialin
lines

Primary - ACD
phone info links
Primary - PC
Software
Installers
Backup - router
configuration
(training)

Jim Jokl

NOT
TO
BE
PUBLISHED

Primary -
Management
Primary - Budget
Primary -
Corporate Time
Server software
Backup - Router
Configuration

Ken Ruggaber

PUBLISHED

Primary - mail
gateway
Primary - pcmail
unix server
Primary -
sendmail
configuration
Backup - CMS
servers

Cleo Smith

PUBLISHED

Primary -
mainframe
connectivity
Primary - remote
printing from
mainframe

Mark Smith

PUBLISHED

Primary - on-site
management
Primary - CMS
servers

Backup - Router
configuraiton
Backup - news
servers

Backup - ftp
servers

Tang Tang

PUBLISHED

Primary -
ATM/FDDI
network
Primary -
network
management
software
Primary - DHCP
Backup - DNS
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OUTSIDE KEY CONTACTS

Hamp Carruth NOT Unix Systems
TO manager
BE
PUBLISHED
John Network
Robertson NOT Operations
TO manager
BE (Physical
PUBLISHED  Network)
(building hubs)
Bob Campbell NOT Micro Systems
TO Manager
BE PCMAIL Novell
PUBLISHED  backup
Jackie Daniel NOT Purchasing
TO Manager
BE
PUBLISHED
George Payne NOT Help Desk
TO Manager
BE
PUBLISHED
Sandra NOT Publications
German TO Manager
BE
PUBLISHED
Virginia NOT COO
Bergland TO
BE
PUBLISHED
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Appendix B: Service Profiles
SERVICE PRIO |PRIMARY PRIMARY |BACKUP |BACKUP [OPERATIO [DATA/TAP|Comments
RITY |MACHINE MACHINE |MACHIN |MACHINE [N STATE (E
NAME LOCATIO |E NAME |LOCATIO |W/ LOCATIO
N N BACKUP [N
Dialin Access 28.8 Cisco AS5200 (Gilmer 1 day n/a Alternatives [n/a Dialin service available for
1-hr service are slower a fee from various
agreeme or have providers in the
nt, other different community should Gilmer
lines time be lost to major disaster
restrictions users could contract for
service individually to
work around this outage.
Dialin Access 28.8 Cisco AS5200 (Gilmer 1 day n/a Alternatives [n/a
30-min service are slower
agreeme or have
nt, other different
lines time
restrictions
Dialin Access 28.8 Cisco 5xx/USR |Gilmer Spare Gilmer Alternatives [n/a
15-min Rack modems parts are slower
except or have
for different
modems time
restrictions,
available
14.4 spare
modems
Dialin Access 28.8 Cisco AS5200 (Gilmer 1 day Gilmer Alternatives [n/a
department service are slower
agreeme or have
nt, other different
lines time
restrictions
Dialin Access 14.4 Cisco 5xx/USR |Gilmer spares to [Modems [Alternatives [n/a
1-hr Rack modems replace |Fontana, |are slower
any one [Cisco 5xx [or have
failure Gilmer different
time
restrictions
Dialin Access 14.4 Cisco 5xx/USR |Gilmer spares to [Modems [Alternatives [n/a
30-min Rack modems replace |Fontana, |are slower
any one [Cisco 5xx [or have
failure Gilmer different
time
restrictions
Dialin Access ARA Lanrovers Gilmer none, Modems, |Serviceis [Wilson Commercial dialin
other Gilmer, on 2 Help desk [services don't provide
lines lanrover |[devices, has ARA service.
no spare |each can password
fail files
independen
tly
Dialin authentication uvaarpa Carruthers |Backup |Gilmer Backup Carruthers |Operation from backup
constantl doesn't does not support adding
support new accounts or changing
available. adding or passwords. Spare Sparc
changing 20 available in Carruthers
accounts which could be in place
within 24 hours from total
failure, 2 hours to swap
processor.
PCMAail sun.pcmail Carruthers |any IPC [Carruther Carruthers |Available spare processor
would 5 in Carruthers.
provide
degraded
access in
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a pinch
PCMail Novell Server |Carruthers |1 Spare |Carruther Carruthers
onsite |s
Central Mail Service serverl Carruthers |server2 [Carruther [degraded; 8 [Carruthers [Assumes load can be
(IMAP/IMSP) S hours to supported on server2.
restore Performance would be
service; 48 slow.
hours to
restore all
folders
Central Mail Service server2 Carruthers |none n/a n/a Carruthers |No single machine
(IMAP ONLY) available could replace
this server.
Mail Gateway Primary Mail Carruthers |Backup [Carruther [degraded [Carruthers
Service (includes Server Mail S
Majordomo) Server
using
sparc 20
spare
Electronic News murdoch Carruthers |Backup [Carruther (loss of data [Carruthers [Non-uva content would be
hardware |s lost in 5 days anyway due
in form of to expirations. Non-UVA
spare content available from
sparc 20, www.dejanews.com
no
backup to
disks,
non-UVA
content
not
backed
up
hearst Carruthers |Backup [Carruther [Degraded, [Carruthers [Configuration backed up,
hardware |s/Forestry |loss of data data in transit not backed
in terms in transit up.
of
sparc20
oripc
User Database debow.itc Carruthers |Juno.itc [Carruther ((juno Carruthers
(Whois) (Server s server |provided
room) room this service
in the past.)
Primary Unix Carruthers Carruthers |Spares [Forestry, [Degraded [netmon.itc has configurations saved
Machine Access Router, 350T [(Comm on site Gilmer, performanc |(in carruthers)
and 303 room) for 1 of |on-site, e by
switches everythin [fontana  [swapping
g, hot back to
spare spare
routing to AGS+
network.
Spare
router in
Gilmer.
Mainframe Access Routers in Carruthers |On site 5 [Carruther [Loss of test |[Router configuration stored on
carruthers, (Comm available [s system netmon.
Built-in network [room, interfaces access if
interfaces, Unmanned [on the one of them
8323 room) mainfram must be
e. used to
Interface replace
5 failed
replaced interface
when
mainfram
e replace
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in case of
total loss.
Network path to Carruthers Carruthers |Spares [Additional spares Router configuration stored on
Core Netware Router, 350T [(Comm on site Forestry, Fontana netmon.
Servers, and 303 room) for 1 of
ACCPUBLIC, Labs switches everythin
+ Classrooms, g, hot
Dorms spare
routing to
network.
Spare
router in
Gilmer.
Calendar Service Serverl/Server |Carruthers |Same as |See CMS |See CMS |Carruthers |Service could be restored
2 Comm CMS by loading the databases
Room on other machines and
changing name server
entries. Option to split to
multiple Sparc 20s.
Help Desk Network Router in Garrett, Available |Gilmer, Forestry,
Garrett, Wilson hubs/to |Fontana
building replace
swtiches the
switch,
Spare
router in
Gilmer
Computerized Class Same as Help [See help |See help [See help [See help See help desk
Rooms Network Desk desk desk desk desk
Access
Internet Access UVA-internet |Carruthers |Spare router in Gilmer, Spare Configurati [Primary and backup

router,
Carruther
Lightstream
1010 switch

1010 in Forestry

on stored
on netmon

internet in same router. If
Carruthers lost, primary
internet can be connected
at VL using spare router
and capacity on the VL
1010, or spare 1010.
Automatic cut-over to
6Mb backup internet
connection with loss of
VBNS service if the fiber
optic connection to
Net.Work.Virginia is lost.

Routing Protocols

Routing protocol is
distributed across router
configurations. Loss of a
7507 router may require
redistributing parts of the
configuration to other
routers.

DNS

uvaarpa

juno,
mars.itc,
nom

nom -
Gilmer;
Juno -
Carruther
S; mars.itc
Carruther
5

degraded; failure moves
new host additions to
maunal process

Cutover to nom and Juno
are automatic on failure.
Re-enabling service on
mars.itc would require
restoring from tape.
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Mass Store Archive Maggie, 530 NONE This plan only considers
MAGGIE Access archive McCormick access, thisis a
(SPECIAL CASE) Road production service

provided outside of
normal computer rooms.
Spares exist for all
components from the
backbone to forestry.
Machine could be
relocated in the event of
an extended outage of
network access in

forestry.
Building Level SEE [OTHER TABLE FOR MORE INFO. General comment:
Access Adequate spares of

routers/switches exist to
reconfigure around loss of
hardware components
providing the service.
Building premesis wiring
and fiber optic backbone
restoration may extend
outages in some cases.

DHCP nom carruthers [heimdall.i|gilmer failure prevents new DHCP address assignments
tc
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Appendix C: Machine Details
|MACHINE DETAILS |
MACHINE [MACHINE |MODEL MEMORY [DISK SERIAL # [VENDOR (ADDITIONAL [ALTERNATE
NAME LOCATION SPACE INFO. SUPPLIER
Primary Carruthers |Ultra Enterpise |1 Gbyte [12x4.2G RAID 4 SCSil interfaces
Mail Server 3000 4x167 MHz
processors
server2 Carruthers |Ultra Enterpise |2.5 28x4.2G 4 SCSil interfaces
3000 4x250 MHz |Gbytes
processors
serverl Carruthers |Ultra Enterprise |1 Gbyte [16x4.2G 4 SCSil interfaces
3000 4x250 MHz |??
processors
Uvaarpa Carruthers |Sparc 20 2x60 MHz 2x4.2G
processors
Nom Carruthers |Sparc 2 64Mb
Debow Carruthers [RS/6000
heimdall.itc |Gilmer Sparc 2 64 Mb
mars.itc Carruthers |Sparc 20 64 Mb 4.2G
Odin.itc Carruthers [RS/6000
PCMAIL Carruthers |inhouse 128(2G 5 identical systems, on-site
Servers configured 486 spare
PCMAIL Carruthers |inhouse M Floppy 15 indentical systems, on-site
Gateways configured spare
386/486
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Appendix D: Selected Recovery Costs and Information

ISeIected Recovery Information I
Device Cost per Number of Total Cost (in Delivery Setup Time |Total Time |Comments
Device (in Devices thousands) Time (in (in days) (in days)
thousands) days)
Mail Servers $10 3 $30 15 2 17
News Servers $15 2 $30 lllessthan 1 2
DNS $5 3 $15|n/a less than 1 1
Routers $80 each n/a|n/a less than 1 1
1010 ATM $40 each n/a|n/a less than 1 1
Catalyst 5000 $25 each n/a|n/a less than 1 1
Dial Up Servers $18 7 $126(n/a less than 1 1
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Appendix E: Disaster Recovery Recommended | nfor mation Sour ces

(BOOK) Disaster Recovery Y ellow Pages, from Systems Audit Group (617-332-
3496)
Sections include: Consulting and Services, Hotsites, Emergency Equipment
Resources, Software and Training
2700 U.S. Vendors w/ 300 Categories relating to disaster preparedness and recovery
services. Including categories such as computer repair specialists, data and records
recovery, new or used equipment, drying and dehumidification of paper and
microfilm records, emergency mobile satellite dishes, and sandbag-filling equipment.
(SOFTWARE) Advanced Information Management AIM/LAN 2000 by Saber
Software Corp. Woodbridge, VA (703) 643-1002.
(SOFTWARE) Palindrome Corp.’s Prepare
(SOFTWARE) by Chi/Cor Information M anagement
(SOFTWARE) by Comdisco
(SOFTWARE) MiraLink’s Off-Site Server replicates NetWare servers anywhere
(SOFTWARE) Econet by Compuware
Tells which applications are consuming bandwidths, irrespective of the
underlying LAN protocol and can identify which users are logged on to particular
applications
(SOFTWARE) Standby Server 32 by Vinca.
Netware Server Mirror Software
(COMPANY) Netops Corp. www.netops.com
Consulting firm on disaster recovery support.
(SOFTWARE) Octopus Real Time Data Protection by Octopus Technologies
Windows NT Server Mirror software.
(SOFTWARE) Network Custodian by Network Custodian
Helps create a disaster recovery plan
(COMPANY) UUNEet — Internet Access Provider
Will refund up to a quarter of a monthly service fee if communications go
down for about 43 minutes per month
- (COMPANY) Communication Assurance Services Inc. in Washington, D.C.
Specializes in security management. Provide multiphased methodology in
which it works with network managers and internal audit staff to document
network, identify potential points of penetration, and then develop plans to
protect each point of vulnerability
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